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Introduction

Veritas™ Desktop and Laptop Option is an easy-to-use solution that provides flexible implementation and
centralized administration for backup and recovery of Windows® and Mac™ desktops and laptops in the
organization. This highly scalable solution with distributable components is suitable for single-site, multi-
site, and large scale environments, allowing backup of user files over the corporate network and also over
the internet.

Built-in features include source side deduplication with content aware deduplication of Outlook PST and
NSF files, automatic network selection for non-intrusive backup experience which enables switching
between the offline, online and backup over internet modes, self-restore capabilities offered through
agent, web browser and a mobile application, rollback capabilities for ransomware protection and also
detailed reporting that can be configured for auto generation.

This Quick Reference document intends to provide the basic steps in setting up a DLO environment so as
to facilitate a smooth product evaluation process. If an administrator is implementing the product for a
Production environment, please refer to the latest version of the DLO Administrator’s Guide and Best
Practices document available here, to understand the various implementation possibilities through DLO.

What’s New in DLO

This section provides a brief introduction about the new feature included in this release.

Domain Trust Independent Solution
DLO can now be deployed as a Domain Trust Independent Solution.

Prior to Veritas DLO 9.2 version, the DLO Agents and DLO Server components had to be deployed on the
same domain or if deployed on different domains, needed a one-way forest trust relationship to be
established from the Server domain to the Agent domain.

With the Veritas DLO 9.2 version, this pre-requisite of domain trust is being overcome through the DLO
Proxy Server component, which facilitates DLO operations even across domains that do not have a trust
established between them.

Domain Trust Independent DLO is supported only in the Backup Over Internet (BOI) mode.


https://www.veritas.com/content/support/en_US/DocumentBrowsing.html?product=Desktop%20Laptop%20Option&locale=en_US&version=9.2
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Domain Trust Independent DLO has been implemented with the introduction of a DLO Proxy Server
component. DLO Proxy Server needs to be installed on the Agent Domain and acts as an intermediary
between the DLO Server (Server Domain) and Active Directory (Agent Domain) to perform all necessary
Active Directory calls. The communication between DLO Proxy Server and DLO Server happens over Port

443 by default.

For more information on deploying Domain Trust Independent DLO, refer the document Veritas DLO 9.2

Domain Trust Independent Solution—Installation and Configuration available here.
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DLO Components System Requirements

Veritas DLO is designed with the flexibility of a various possible implementations. However, some factors

that affect DLO efficiency and performance should be considered in the planning process for DLO.

Veritas DLO Server has the following components:

8.

DLO Administration Server: The service responsible for the Administrative activities.

DLO Administration Console: A graphical user interface for the Administrator to configure,
manage and monitor the endpoint backup environment.

DLO Maintenance Server: Component responsible for revision maintenance and file grooming
operations in the storage locations.

DLO Dedupe Server: Application server that facilitates deduplication by maintaining the Global
Hash Table, which helps in identifying unique and duplicate data on the desktop agents.

DLO Storage: Backup destination where the endpoint data will be stored. Comprises of the DLO
Storage Location and Dedupe Storage Location.

DLO Database: Component that maintains the application information. Comprises of the DLO DB
and Dedupe DB.

DLO 10 Server: Application server residing within the corporate network, making the DLO
resources accessible over internet.

DLO Edge Server: Component exposed to internet for front-ending the Application Servers.

Please note that the 10 Server and Edge Server components are optional components that need to be

configured only when opting for the Backup over Internet (BOI) capability that allows VPN-less backups.

DLO Server components can be installed as a Standalone setup in the same machine or can be installed

as a Distributed setup, across different server machines as well. Within the scope of this document, the

Standalone setup configuration will be discussed, where all these components reside on the same

hardware.

Installation of DLO and its components on a VMware ESXi and Hyper-V servers is supported. The

administrator can install all DLO Server components on Microsoft Azure and Amazon Web Services (AWS)

cloud.



DLO Server Setup System Requirements:

The hardware configuration for a Standalone setup for both non-BOI and BOI modes are as follows.

Administration Server, Maintenance Administration Server, Maintenance Server,

Server, Database, Dedupe Server Database, Dedupe Server, Edge Server, 10
Users (Excludes Edge Server and 10 Server) Server
CPU RAM CPU RAM
<=1000 64 Bit Quad Core Xeon, or 64 Bit Quad Core Xeon, or
compatible 8 GB compatible 12GB

The latest software configuration is preferred for the DLO Server setup as follows.

OS Version Platform

Windows 2016 Server (Standard, Data Center) x64

Windows 2012 R2 Server — with Update 2919355 (Standard, Data Center) x64

Desktop Agent System Requirements:

OS Version

Windows 10 with Version 1703, 1607, 1511
2GB | and1507,8.1,8, 7 SP1, 7, Vista SP2.
Mac 10.13, 10.12, 10.11, 10.10, 10.9.

32/64-bit Pentium, Xeon, AMD, or
compatible

Downloading Veritas DLO

The administrator can download the latest available version from the Trialware Download link:
https://www.veritas.com/content/trial/en/us/desktop-and-laptop-option.html. If already a customer of

Veritas DLO, the administrator can find it from the MyVeritas webpage as well.

1. Download the appropriate files into a temporary directory:

Veritas_Desktop_and_Laptop_Option_Y.Y_xxxxxx_32-bit.zip
Veritas_Desktop_and_Laptop_Option_Y.Y_xxxxxx_64-bit.zip,

Where, Y.Y is the product version number and xxxxxx is the build number

2. To extract the files, double-click the .zip file.


https://www.veritas.com/content/trial/en/us/desktop-and-laptop-option.html

Prerequisites for Installing Veritas DLO

The prerequisites for installing and managing a DLO setup are detailed here. Please ensure these
prerequisites are taken care before the actual installation begins, to ensure that there are no problems
during the installation process.

Domains and Active Directory

All DLO Server Components must be in a Windows Domain or Active Directory. Computers running the
Desktop Agent can be outside of a Windows Domain or Active Directory, but should be able to
authenticate with the domain or active directory to access the DLO components.

User Privileges for Installing and Managing DLO

DLO requires domain user accounts. Any user with local administrative rights can install and manage the
Veritas DLO components in a standalone or distributed setup.

User Account Privilege Required for Description

This user should have local administrator privilege on

. Veritas DLO DLO Administration Server machine, Storage Server
Domain User or .. .
Domain Administrator Administration and SQL Server.
Service This user should have read and write access to the

registry on the DLO Administration Server machine.

Veritas DLO

Local System Account . .
y Maintenance Service

This account has access to all local system resources.

This user should have local administrator privilege on
Domain User or Mindtree Store Smart | the DLO Administration Server machine. This account
Domain Administrator | Dedupe Server Service | should be the same as DLO Administration Server
service account.

This user should have local administrator privilege on
DLO Administration Server, SQL Server machine and
Storage Server.

Domain User or SQL Server Browser This user should have local administrator privilege on
Domain Administrator the SQL Server machine.
Veritas DLO Edge
Server Service

Domain User or SQL Server (SQL
Domain Administrator | instance)

Local System Account This account has access to all local system resources.

This user should have local administrator privilege on
Domain User or Veritas DLO Web DLO Administration Server machine. This account
Domain Administrator | Server Service should be the same as DLO Administration Server
service account.

This low privilege domain user account is also known
as “Dedupe Storage Location Access Credential” and
Accessing the Dedupe | will be used by the Desktop Agent to access the
Storage Location Dedupe Storage Location. A user account with
administrator rights is not permitted to be
configured as Dedupe Storage Location Access

Domain User Account




Credential account. The administrator needs to
ensure that the password for this user account does
not expire frequently. If the password expires, then
reset the password for the domain user. This user
should have the “Allow log on locally’ policy set in the
domain controller group policy object.

User Privileges for DLO Agent Users

User Account Privilege Required for Description

This is the logged on user on the machine where
. . the DLO Desktop Agent is installed. This user
Impersonation Impersonating as the . . . .
. should have impersonation rights, to impersonate
privilege for logged on | Dedupe Storage . .
user Location User as the Dedupe Storage Location user in order to
write the deduped data to the Dedupe Storage
Location.
This account has access to all local system
Volume Shadow Copy resources. This service should be up and running in
Local System Account . . L .
Service order to provide backup statistics for generation of
the Backup Status Report.




Database Selection
DLO Databases can be configured using one of the following options:

Option 1 : Local SQL Express 2014 SP1 Instance

Prerequisite e DLO Database Service requires minimum 6 GB hard disk space.

Details e By default DLO installs its own instance of SQL Server Express edition.

e On a 32-bit machine, the DLO and Dedupe databases will be stored on a new
local SQL Express 2014 SP1 instance located on C:\Program Files\Microsoft SQL
Server\MSSQL10_50.DLO.

e On a 64-bit machine, the DLO and Dedupe databases will be stored on a new
local SQL Express 2014 SP1 instance located on C:\Program Files (x86)\Microsoft
SQL Server\MSSQL10_50.DLO.

Option 2 : Existing Local SQL Server Instance

Prerequisite e For existing local SQL server instance, the named pipes and TCP/IP must be
enabled on the computer where the SQL server is installed. To enable the TCP/IP
and named pipes protocol on the SQL instance by following the link:
https://msdn.microsoft.com/en-us/library/ms191294.aspx.

e Once the named pipes and TCP/IP are enabled, restart the SQL server and SQL
server browser services. Ensure that the computer browser services are running.

e Ensure that the SQL service is running under domain administrator credentials
and provide the same user account credential that was used to install the SQL
server, else there can be database connectivity issues.

Details e The DLO and Dedupe databases will be stored on a local existing SQL Server

instance. Select an instance from the list provided.

Prerequisite e For existing remote SQL server instance, the named pipes and TCP/IP must be
enabled on the computer where the SQL server is installed. To enable the TCP/IP
and named pipes protocol on the SQL instance by following the link:
https://msdn.microsoft.com/en-us/library/ms191294.aspx.

e Once the named pipes and TCP/IP are enabled, restart the SQL server and SQL
server browser services. Ensure that the computer browser services are running.

e Ensure that the SQL service is running under domain administrator credentials
and provide the same user account credential that was used to install the SQL
server, else there can be database connectivity issues.

Details e The DLO and Dedupe databases will be stored on a remote SQL server instance.

Provide the IP address or host name of the computer where SQL is installed.

For more information on SQL supportability, refer DLO Compatibility Matrix, latest document is available

here .



https://msdn.microsoft.com/en-us/library/ms191294.aspx
https://msdn.microsoft.com/en-us/library/ms191294.aspx
https://www.veritas.com/content/support/en_US/DocumentBrowsing.html?product=Desktop%20Laptop%20Option&locale=en_US&version=9.2

Time Synchronization
All computers running the DLO Administration Console or the Desktop Agent should be set to a common
time. This can be accomplished by configuring the Windows Time Synchronization service on the

network. See www.microsoft.com for more information.

Firewalls
The table provides details of the Port configuration for the DLO Server components and DLO Clients in a

firewall environment, for the following three deployment scenarios:

Non BOI Deployment: For organizations having endpoints that are always within the organization
premises and are connected over the corporate network.

Exclusive BOI Deployment: For organizations having endpoints that are always outside the
corporate network and connect only using internet connection.

Occasional BOI Deployment: For organizations having endpoints that are occasionally outside the
organization premises, during which they connect using internet connection, but are otherwise
within the organization premises connecting over the corporate network.

Port Configuration for DLO Server Components

Process

Non BOI
Deployment

Exclusive BOI
Deployment

Occasional BOI
Deployment

Source (Outbound): Source (Outbound): Source (Outbound):
DLO DLO Administration Console DLO Administration Console DLO Administration Console
Administration 3999 TCP/UDP
Service Destination (Inbound): Destination (Inbound): Destination (Inbound):
DLO Administration Server DLO Administration Server DLO Administration Server
Source (Outbound): Source (Outbound): Source (Outbound):
DLO Administration Server DLO Administration Server DLO Administration Server
DLO Administration Console DLO Administration Console | DLO Administration Console
DLO Dedupe Server DLO Dedupe Server DLO Dedupe Server
SQL Server
Browser 1434 UDP DLO IO Server DLO IO Server
Destination (Inbound): DLO Edge Server DLO Edge Server
SQL Server
Destination (Inbound): Destination (Inbound):
SQL Server SQL Server
Source (Outbound): Source (Outbound): Source (Outbound):
DLO Administration Server DLO Administration Server DLO Administration Server
DLO Administration Console DLO Administration Console DLO Administration Console
DLO Dedupe Server DLO Dedupe Server DLO Dedupe Server
1433 o DLO IO Server DLO IO Server
sQL Server or dynamic TP Destination (Inbound): DLO Edge Server DLO Edge Server
port SQL Server o o
Destination (Inbound): Destination (Inbound):
SQL Server SQL Server

11
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Process

Non BOI

Deployment

Exclusive BOI
Deployment

Occasional BOI
Deployment

Source (Outbound):

DLO Administration Server
DLO Administration Console
DLO Dedupe Server

DLO Maintenance Server

Destination (Inbound):

Source (Outbound):

DLO Administration Server
DLO Administration Console
DLO Dedupe Server

DLO Maintenance Server
DLO 10 Server

DLO Edge Server

Source (Outbound):

DLO Administration Server
DLO Administration Console
DLO Dedupe Server

DLO Maintenance Server
DLO IO Server

DLO Edge Server

File Sharing/ 135-139, TCP/UDP Storage Location
Browsing 445 Dedupe Storage Location Destination (Inbound): Destination (Inbound):
SQL Server* Storage Location Storage Location
Dedupe Storage Location Dedupe Storage Location
sQL Server* SQL Server*
DLO Administration Server DLO Administration Server
* If default named pipes are used for SQL Server communication.
Source (Outbound): Source (Outbound): .
DLO Administration Console DLO Administration Console Source (9“7b°"f‘d)'
DLO Administration Console
Dedupe Port 8443 HTTPS
Destinati | :
Destination (Inbound): Destination (Inbound): Df;tg\:;tme(sr;tx:rnd)
DLO Dedupe Server DLO Dedupe Server P
Source (Outbound): Source (Outbound): Source (Outbound):
DLO Administration Console DLO Administration Console | DLO Administration Console
Dedupe Port 8080 HTTP
Destination (Inbound): Destination (Inbound): Destination (Inbound):
DLO Dedupe Server DLO Dedupe Server DLO Dedupe Server
Source (Outbound): Source (Outbound):
DLO Edge Server DLO Edge Server
Dedupe Port 8009 AJP NA
Destination (Inbound): Destination (Inbound):
DLO Dedupe Server DLO Dedupe Server
Source (Outbound): Source (Outbound):
Edge Server DLO Administration Console | DLO Administration Console
gPort 443 HTTPS NA
Destination (Inbound): Destination (Inbound):
DLO Edge Server DLO Edge Server
Source (Outbound): Source (Outbound):
Edee Server DLO Administration Console | DLO Administration Console
gport 90 HTTP NA
Destination (Inbound): Destination (Inbound):
DLO Edge Server DLO Edge Server
Source (Outbound): SD(IJ_ngZ fr(l)i:::c(r):tri‘:r)\:Console
DLO Administration Console
10 Server Port 7080 HTTP NA

Destination (Inbound):
DLO IO Server

Destination (Inbound):
DLO 10 Server




Process

Non BOI

Deployment

Exclusive BOI
Deployment

Occasional BOI
Deployment

Source (Outbound):
DLO Edge Server

Source (Outbound):
DLO Edge Server

10 Server Port 7009 AJP NA
Destination (Inbound): Destination (Inbound):
DLO IO Server DLO IO Server
Source (Outbound): Source (Outbound):
Additional DLO Administration Server DLO Administration Server
Ports 135, 1037, TCp DLO Administration Console NA DLO Administration Console
for Push 441,1125

Installation Destination (Inbound): Destination (Inbound):

DLO Clients

DLO Clients

Port Configuration for DLO Clients

Process

Non BOI

Exclusive BOI

Occasional BOI

Edge Server

Deployment

Deployment

Source (Outbound):
DLO Clients
Web Restore Machine

Deployment

Source (Outbound):
DLO Clients
Web Restore Machine

443 HTTPS NA
Port
Destination (Inbound): Destination (Inbound):
DLO Edge Server DLO Edge Server
Source (Outbound): Source (Outbound):
DLO Clients DLO Clients
File Sharing/ 135-139,
Browsing 445 TCP/UDP Destination (Inbound): NA Destination (Inbound):
Storage Location Storage Location
Dedupe Storage Location Dedupe Storage Location
Source (Outbound): Source (Outbound):
DLO Clients DLO Clients
Dedupe Port 8443 HTTPS
Destination (Inbound): NA Destination (Inbound):
DLO Dedupe Server DLO Dedupe Server
Source (Outbound): Source (Outbound):
DLO Clients DLO Clients
Dedupe Port 8080 HTTP
Destination (Inbound): NA Destination (Inbound):
DLO Dedupe Server DLO Dedupe Server
Source (Outbound): Source (Outbound):
DLO Clients DLO Clients
SQL Server 1434 UDP NA
Browser s .
Destination (Inbound): Destination (Inbound):
SQL Server SQL Server
1433 Source (Outbound): Source (Outbound):
or DLO Clients DLO Clients
SQL Server . TCP NA
dynamic L I
port Destination (Inbound): Destination (Inbound):

SQL Server

SQL Server

13




Certificate Requirements for Backup Over Internet (BOI) capability
In order to configure the BOI capability, an SSL certificate procured from a Trusted CA is a pre-requisite.

This certificate is required for the Desktop Agents to communicate with the DLO Edge Server over a
public URL. However, for product evaluation scenarios, an inbuilt self-signed certificate is provided in
the DLO Installer package for validating the BOI capability.

Note: It is recommended to use a SSL certificate procured from a Trusted CA when deploying in

production.



Installing Veritas DLO

The steps to install the DLO setup are as follows:

1.

Run setup.exe to start the installation wizard.
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11/9/2016 8:09 AW
7(24/2012 12:41 PM

Configuration settings

Wwindows Installer P,

Application

. setup.exe Date modified: 11/9/2016 6:30 AM
T Application Size: 4.38 MB

ﬂ;! VYeritas Desktop and Laptop Option

Veritas Desktop and Laptop Option Pre-Requisites

Date created: 11/9/2016 6:30 AM

n-ebehwfeakuesreane(}?mdatedmhlateﬂmepm

DLO Administration Service

Dedupe
DLO Edge Server
DLO IO Server

The DLO Database Service requires
Minimum 6 GB hard disk space
WM service should be running
.NET 4.0 or above should be installed

'r Do you want to continue Veritas DLO installation?
.

Yes II No I

;lj

View DLO Pre-Requisites and click Yes on the DLO prerequisite dialog.

Read the license agreement, and if the administrator accept the terms, select | accept the terms

in the license agreement.
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1% Veritas Desktop and Laptop Option [x]

License Agreement
Please read the following license agresment carefuly.

VERITAS SOFTWARE LICENSE AGREEMENT g

VERITAS TECHNOLOGIES LLC AND/OR ITS AFFILIATES (“VERITAS™) ISWILLING
TO LICENSE THE LICENSED SOFTWARE TO YOU AS THE INDVIDUAL, THE
COMPANY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING THE LICENSED
SOFTWARE (REFERENCED BELOW AS “YOU” OR “YOUR™ ONLY ON THE
CONDITION THAT YOU ACCEPT ALL OF THE TERMS OF THIS VERITAS
SOFTWARE LICENSE AGREEMENT AND THE PRODUCT USE RIGHTS
SUPPLEMENT (AS DEFINED BELOW) (COLLECTIVELY, THE “LICENSE
AGREEMENT™). READ THE TERMS AND CONDITIONS OF THIS LICENSE
AGREEMENT CAREFULLY BEFORE USING THE LICENSED SOFTWARE. THIS ISll

AL FAAL ARIR FAIFARAR AR AALTEAAT PETVASELL VGALL BRI LT RS P

1 accept the terms in the lcense agreement
(¢ 1 do not accept the terms in the license agreement

< Back Iyext Cancel I

Click Next.
Select the components that the administrator wants to install on the computer.
e DLO Administration Console: Installs the DLO Administration Console.
e DLO Administration Server: Installs the DLO Administration Server.
e DLO Maintenance Server: Installs the DLO Maintenance Server.
e DLO Database Service: Installs the DLO database and Dedupe database.
e Dedupe Server: Installs the Dedupe Server.
e Edge Server: Installs the Edge Server.
e 10 Server: Installs the 10 Server.

Note: The administrator can select and install each component on a separate computer, except
the DLO Database Service. The DLO Database Service alone cannot be selected for installation; it
can be installed along with the DLO Administration Server service.

{i§ Veritas Desktop and Laptop Option E3
Custom Setup

Select the program festures you wank installed.

Click on an icon in the list below to change how a Feature is instalied.

DLO Administration Console [ :::u“ DeCH a §

s Administration Console is
DLO Administration Service the Administrator’s interface to
DLO Maintenance Service VYeritas Desktop and Laptop
DLO Datsbase Service Option.
Dedupe Server
DLO Edge Server
DLO 1O Server

This feature requires 170MB on

your hard drive.




6. Toinstall DLO in a different directory, click Change.

i'\:'r‘ Yeritas Desktop and Laptop Option [x]

Destination Folder
Click Next to install to this folder, or click Change to instal to a different folder.

Instal to:

—/ CifProgram FlesiverkastVerkas DLO\ Change... |

7. Select the new directory and click OK.

8. Click Next.

9. Click Browse and select the DLO License file.

10. Click Next.

11. Select one of the following options for the DLO database.

|‘§ Yeritas Desktop and Laptop Option [ |

Veritas Desktop and Laptop Option Database
Select the SQL Server instance for DLO and Dedupe databases.

(% Local SQL Express 2014 SP1 instance

The DLO and Dedupe databases will be stored on a new local SQL
Express 2014 SP1 instance locabedonc \Program Files (xas)wcrosoft
SQL Server\MSSQL10_S0.DL!

(" Existing local SQL Server instance
The DLO and Dedupe databases will be stored on

an existing local instance of SQL Server 2005 or
later, Select an instance from the available list.

" Remote SQL Server Instance
The DLO and Dedupe databases will be stored on I

remote SQL Server 2005 or later, Enter the remote
machine hostname/IP address.

<Back Next > cancel |

12. Click Next.

13. Enter the account credentials, which will be used to create DLO Storage.
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|;1 Veritas Desktop and Laptop Option
DLO Administrator Account

Please enter the account detais which will be treated as DLO Administrator and
perform administrative tasks.

Doman| semane [ERUOTSRRE

Emd I"."'"“"

14. Click Next.
15. Click Install to begin the installation.

i'? Yeritas Desktop and Laptop Option

Ready to Install the Program
The wizard is ready to begin installation.

Click Instal to begin the instalation.

IF you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

<Bad:|lrstdl Cancel

16. Click Finish once installation is completed.



|‘§ Veritas Desktop and Laptop Option X
InstallShield Wizard Completed

The InstaltShield Wizard has successfuly installed Veritas
Desktop and Laptop Option, Click Finish to exit the wizard,

M Launch the console

Once the DLO Server components are installed and on the first launch of the DLO Administration Console,
the Recovery Password wizard appears. The administrator needs to set the recovery password.

The recovery password enables the administrator to retrieve encrypted data that would otherwise be
lost if the DLO database is damaged or corrupted. For detailed information on setting Recovery

Password, refer to the section Setting Recovery Password in the Veritas Desktop and Laptop Option
Administrator’s Guide available here.
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Configuring Veritas DLO
This section provides the administrator with the details to configure Veritas DLO.

On launching the Veritas DLO Console application, the DLO Administration Console appears from where
the administrator can configure DLO and manage the endpoint backup environment.

Following are the sections that provide the administrator with the details to configure Veritas DLO.

e Steps to Configure the DLO Server Setup
e Steps to Configure the BOI capability
e Deploying the Desktop Agents

Steps to Configure DLO Server Setup
For DLO to start functioning, follow the below steps in the same order:

1. Add the Dedupe Server to the DLO Administration Server.
2. Add DLO Storage Locations.

3. Create and configure a Profile.

4. Configure users to the created Profile.

The details for each of the configuration steps are covered below:

Step 1 - Add the Dedupe Server to the DLO Administration Server
Dedupe server manages the deduplication of backup files

To add a Dedupe Server
1. Launch the Veritas DLO Administration Console.
2. On the DLO navigation bar, click Setup.
3. Select one of the following options to Add a Dedupe Server:
e |n the Settings pane, right-click Dedupe Server, and select New Dedupe Server.
s Inthe Task pane, under Setting Tasks, click New Dedupe Server.



Add Dedupe Server -

M ame:

|dedupe TEIVET

Drescription:

|T0 Dedupe files

Server Host [Mame/IP]
[1050.22.34

HTTP Part:
|a080

HTTPS Part:
|ad43

AP Part:
|a00g

QK | Cancel Help

Step 2 - Add DLO Storage Locations

Storage location determines where the user data will be stored on the network. Storage Locations
should be in the same domain as the DLO Administration Server or in a domain that trusts the
administration server’s domain.

To create DLO Storage Locations
1. Onthe DLO navigation bar, click Setup.
2. Select one of the following options to create a new DLO Storage Location.
e In the Settings pane, right-click Storage Locations and select New Storage Location.
e Inthe Task pane, under Settings Tasks, click New Storage Location.

3. Select the appropriate options as described in the following table:

Item Description

Computer name | Type a computer name or browse to a computer where the administrator
wants to create the Storage Location.

Path Type or browse to a location on the computer where the Storage Location
will be created.

Note: Storage Locations should be in the same domain as the DLO
Administration Server or in a domain that trusts the administration server’s
domain.

Storage Type a name for the new DLO Storage Location. The name cannot contain
Location name any of the following characters:

\" @#S%"&*()=+| /{}

Assign Dedupe | Assign the Dedupe Storage Location by selecting the Automatic mode.
Properties
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Automatic In the Automatic mode, both the DLO Storage Location and Dedupe Storage
Location will be created in the same storage location path that was
specified earlier, and the Dedupe Storage Location will be assigned to the
default Dedupe Storage Pool. As the administrator is selecting the
Automatic mode for the first time provide the user credentials for the
Dedupe Storage Location.

Note: For security reasons, read/write access to the Dedupe Storage
Locations is not granted to all the users even though they need to read and
write data from the Dedupe Storage Locations. Instead, while creating the
Dedupe Storage Location, the administrator configures a new user account
called “Dedupe Storage Location Access Credential”, which is a low privilege
domain user account and will be used by the Desktop Agent to access the
Dedupe Storage Location. The credentials to be provided as follows
DomainName\UserName. A user account with administrator rights is not
permitted as a Dedupe Storage Location Access Credential.

Assign 10 Server | Assign an |0 Server by selecting from the drop-down list.

4. Click OK.

Step 3 - Create and configure a Profile

Profiles are used to customize settings for specific groups of similar users. For example, a group of highly
technical users may require the option to modify the backup selections and schedules while less
experienced users may require a fully automated backup service.

Create a profile, which determines what files are backed up (Backup Selection), when files are backed up
(Schedule), and the level of interaction the desktop user has with the Desktop Agent (User Settings).



New Profile -

Connection Policies ] Restore Throttling ] Backup Thrattling ]
General ] Backup Selections ] User Settings ] Schedule ] Options ]
Profile name: |Pr0file 5
Description: |

[¥ Enable profle W Enable Dedupe | Enable BOI [ VIP Profils

Storage

[ Limit network user data folder to (MB) 5000

o

v
v

My Default Desktop User Data Folder Path

The default desktop user data folder path is the user’s local application data
path. To ovemide this location for newly-deployed Agents, enable the option
below and enter a new path.

™ Owvenide the default desktop user data folder path

Limits
~

Limit desktop user data folder to

" Apercentage of the total disk space (%) 10

(* Asize (MB) 1024

In a profile, the administrator can set the following options:

Backup file and folder selections

Desktop and network user data folder storage limits

Backup schedules

The desktop user’s level of interaction with the Desktop Agent

Logging

options

Network bandwidth usage options for backup and restore operations

Dedupe

backup

The following profile settings are not supported for Mac computers:

o
o
o

Dedupe backup

Setting storage limits

Backup of Outlook and Lotus Notes files, including incremental and VSS backup
of such files, MAPI and non-MAPI files

Backup of My Favorite folder

Throttling feature

Connection policies
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— Storage Location
Computer name:

Path:

I\\w-2k1 2r2-1%0L0 Sewer Storage Mew

Storage location name:
IDLD Sewer Storage Mew

I Assion Dedupe Properties

Dedupe Server

IDedupe Server local ;I
Dedupe Storage Location
I Default: dedupe storage LI
5 Automnatic bode ' Manual Mode Create
10 Server
IDefauItIDServel ;I
 Summar

Users assigned to this storage location will back up desktop data to user data
folders created in the following location and format:

I\\W’-ZK'I 2R2-1\DLD Sever Storage Mew\ZUSERDOMAINZ-ZUSERNAME

[n]:4 I Cancel Help

Step 4 - Configure Users to the created profile

The users can either be manually added to the profile or the administrator can choose to create an
automated user assignment to do this.

Step 4a -Create Automated User Assignment

Create an Automated User Assignment (AUA) to automatically assign a Storage Location and Profile to
new users. Once the administrator selects the Domain and a Group in the domain, selected Storage
locations and Profile get assigned to all the users in that Group.

—User Assignment

User assignment name:

i« Assign using Domain and Group:

Domain: I (all domains)

Ll Lol

Group: I (All groups in this domain)
" Assign using Active Directory

Configure. .. |

—Storage Location/Profile

Storage location and Profile to apply to users who match this assignment:

Storage location: IDLO Sever Storage New on <W-2K12R2-1> j

Profile: IDefauIt LI




Step 4b Adding user to the profile manually

Instead of using AUA, the administrator can manually add users to DLO and assign a profile and storage
location to them. This is particularly useful when network shares already exist for storing user data.

Users can be added individually or multiple users can be added at the same time by importing the user
names from a list.

[v Enable user

User (DomainMameUserMame or UserMame @DomainMame):
I 5anG

Browse... |
Profile:
IDefauIt ;I
Default -~
Profile 1
mac_profile =
Profile 2 -
CDP 2 Users
Profile 3
4and 8 >

' Storage Location:

IDLO Sever Storage New on <W-2K12R2-1> LI
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Steps to Configure Backup Over Internet (BOI)
This section provides the administrator with the details to configure the BOI capability.

As mentioned in the prerequisites section, an SSL certificate procured from a Trusted CA is required for
configuring the BOI setup. However, for product evaluation scenarios, an inbuilt self-signed certificate is
provided in the DLO Installer package for validating the BOI capability. Within the scope of this document,
the BOI configuration using the inbuilt self-signed certificate will be discussed.

For configuring BOI, the below steps need to performed in addition to the Steps to Configure DLO Server

Setup.

Register a Public IP for the DLO Edge Server.

Map the SSL certificate to the Registered Public IP.
Map the DLO 10 Server to the DLO Storage Location.
Test Connectivity to the DLO Edge Server.

Enable the BOI option in a Profile.

e WwN e

Step 1 - Register a Public IP for the DLO Edge Server
Register a public IP for the DLO Edge Server, so that Desktop Agents will be able to access the DLO Edge

Server over internet.

Note: Once the administrator registers the public IP for the DLO Edge Server, the DLO Edge Server needs
to be deployed. Below are listed few options on how the DLO Edge Server can be deployed:

e Through NAT (Dynamic or static) configured on the firewall.

e The DLO Edge Server can reside in Demilitarized zone (DM2Z).

e Through a Reverse Proxy Server in Demilitarized zone (DMZ) which would redirect all the
DLO Agent requests to the DLO Edge Server (residing in the corporate network).

Step 2 - Map the SSL certificate to the Registered Public IP
Map the SSL certificate (Issued to: dlo.veritas.com) to a registered public IP (of DLO Edge Server) either:
a. Inthe Domain Name Server (DNS)
Or
b. Asa Host entry update in the DLO Edge Server machine.
Note: If this is a host entry update on the DLO Edge Server, additionally on the Desktop Agents
machine, update the host file as below:
e Map the Public IP to the Certificate Name
O where the Public IP is as present in the SERVERNAME entry of the EdgeServer.ini
file present in the path <Install Path>\Veritas DLO\DLO )
O where the Certificate Name is for the DLO Edge Server. (Issued to:
dlo.veritas.com)

E.g.: <Registered Public IP> dlo.veritas.com



Step 3 - Map the DLO 10 Server to the DLO Storage Location
The DLO |10 Server can be mapped to the DLO Storage location either while creating a new storage location
or by updating properties of an existing Storage location as below

e Storage Locations Properties > 10 Server

Storage Location Properties E

— Storage Location
Computer name:

IWIN-BB1HD2EISGT

Path:
IC:'\StorageSZ2D\StolageS2ZD-SL

Storage location name;
|Storaged220-5L

[T Zssign Dedupe Properties

Dedupe Server

Itest j
Dedupe Storage Location
| Dsfaui: Storags3220-D5L =l
% Lutomatic Mode 1 Manual Mode Create,.. |
10 Server

— Surmmary

Users assigned to thiz storage location will back up desktop data to user data
folders created in the following location and format:

WM -B3TRD2CIS G T S torage9220-5 L ZUSERD OMAI M- ZUSERNAME %

0K I Cancel Help

Step 4 - Test Connectivity to the DLO Edge Server
Test the connectivity to the DLO Edge Server by accessing the below URL from any machine with
internet connection.

e https://<Public_Edge_Server_IP>
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Step 5 - Enable the BOI option in a Profile
The BOI option can be enabled either in an existing profile or while creating a new profile as follows

e Profile > General > Enable BOI

S

Connection Polcies | Fiestore Thotting | Backup Theotting |

Genersl | BackupSelections | UserSelings | Schedule | Opbions |
Protie name: [
Disscrplion: |

¥ Enableprofle & Enatle Deduge I~ VIP Prcéie
~ Soesge Limis

I Limit nstwork, uses data foldr to (M) 5000

% Moctme el 0 Uzerboe!
¥ | Enatile desidnn urer data fofder

[ Lirit desshlon user data foldes b

" A parcentage of the total ditk space (%) 10
7 4 size MB] 1024

If this is a new profile, the BOI enabled profile can be assigned to the users either manually or using the
automated user assignment as mentioned in the section Configure Users to the created profile.




Deploying the Desktop Agent

Once the DLO Server is configured, proceed to deploy the DLO Agents on to the endpoints that need to
be protected. The Desktop Agent can be deployed through a Pull or Push installation, the details of which
are as follows.

Pull Install the Desktop Agent from the Client machines

For client machines that are connected to the corporate network, as part of Non BOI or Occasional BOI
deployments, the Desktop Agent package can be obtained from the Server installation directory and
installed on the client machines individually as detailed below:

1. Access this path \\<DLO ServerName\IP>\DLOAgent from the client machine where the Desktop
Agent needs to be installed.

2. Copy the DLO Agent folder to the client machine.

3. Initiate the Desktop Agent installation.

Pull Install the Desktop Agent from Web Restore page

For client machines that are outside the corporate network and connected using internet connection, as
part of Exclusive BOI or Occasional BOI deployments, the Desktop Agent package can be obtained from
the Web Restore page and installed on the client machines individually as detailed below:

1. Login to Web Restore using the DLO Edge Server URL https://<Public Edge Server IP>from the
client machine where the Desktop Agent needs to be installed.

2. The DLO Agent option in the left pane provides the option to download the DLO Desktop Agent
package.

3. Download these files and initiate the Desktop Agent installation.

Push Deployment of the Desktop Agent

For client machines that are connected to the corporate network, as part of Non BOI or Occasional BOI
deployments, the Desktop Agent can be installed directly for individual or multiple client machines
through the push installation as detailed below:

Proceed with the following steps for the Push Deployment:

Launch the DLO Administration Console.
On Tools, select Install Agents and maintenance services on remote computers and click Next.
On Install Agent | Maintenance Server to Remote Computers, select DLO Agent.
Click Add.
In Manual Entry of Remote Computer Name, enter the following details:
a. Name/IP Address: Enter the computer name manually or click the Browse button to
choose the computer name.

ueEWN e
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b. Domain Name: Enter the domain name of the remote computer.
c. Click OK
6. Enter the domain user credential through which installation should be proceeded. Make sure
this credential has local administrator privileges on the client machines.
7. Click OK.
8. In Remote Computer Selection Window, click on Install to proceed with the installation.

Remote Computer Selection Window -
Select Component
(¥ DLO Agent " DLO Maintenance Server
] Remote Agent
] 10.50.8.181
Import Computers | Install>> | Cancel |

9. To exit, click Finish.

Note: For push installation of the Desktop Agent on a client machine, ensure that the relevant ports are
configured as detailed in the Additional Ports for Push Installation. For client machines with Windows 8
or later version, ensure that the remote registry services are enabled and running.

For deploying the Desktop Agents onto the Mac endpoints, refer to the DLO Mac Getting Started Guide
available here.


https://www.veritas.com/content/support/en_US/DocumentBrowsing.html?product=Desktop%20Laptop%20Option&locale=en_US&version=9.2

Backup and Restore Verification

Once the DLO Agents are deployed on the client machines, the administrator can configure the backup
jobs to ensure the endpoints are protected.

Configuring a Backup Job

To configure a backup job, select the appropriate options available for profile creation. For the scope of
this document, Enable Dedupe option is selected for the backup profile. In case the Edge Server and the
|0 server have been configured, Enable BOI option can be selected.

To add a backup selection

1. Onthe DLO navigation bar, click Setup.
2. Inthe Settings pane, click Profiles.

3. Inthe Results pane, select the profile for which the administrator wants to add a backup
selection.

4. Inthe Task pane, under General Tasks, click Properties.

5. Click the Backup Selections tab in the Profile Properties dialog box.

6. Choose the backup selection from the available list and click Add.

7. Click OK.

Backup Verification
For running the Backup Status Report:
1. Launch DLO Server Console.

2. Go to Reports tab.
3. Run Backup Status Report.

File Edit View MNetwork Took Wiedow Help
DOverview | Setup | Restore History Alerts Reports

| Desciption | Caregory
Réune.ﬁlem What alerts, serted chronclogically, are occuming now! Aleris
B mdent Histoey Whiat alerts, soeted cheonologicslly, have Been sent by all computers in the past? Al
;Audn Trail - Confaguration Changes What conligueation changes eccurmed in the emveonment? Aunit Tendl

B muscht Teml - Resteee and Migraten Wt restore and muagraten Sctiities accuimed in the envarsnment ! Ausit Tewid
Whui 19 the Bachop Bbery of & wier ance pecdied daies? Eachug Job Siatus
Wit g the Backo ttstus and ettimated Lim of backup eoenpletion for all e o L2 Bachup Status
Lyl Backup Statui Dazhboand What i the fumiar of completed, faded and cand tled Backapt for sach Horage le.  Dathboaid

B Failed Baciups What compnte, serted cheonclogically, have o list backup siatn that bas faded?  Fasled Bachup Jobs
He 2 Grage Cong & vanGL 1 3 & Gy -

B0 Filg Tupe Us rruch 4 Foar 1 il Eepat Backed up of 4Bl come

4. Backup Status report appears.
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VERITAS Backup Status

Awerage Time
Bxkup Files B timated Time for Availabie or
5. o, User \achine Profile Time when Agent was Last Time of Last Successful Files in Backup Size of Bxkup  Completion (% Pending fir Back up Backup
Active Backup Selections Selections (CB) BaedonSource oy =" Compietion (s Ainutes
Size) (Hours: Mimutes) prDa)
GODAV AR @3 simlpe Profile 1 200%-01- 11 13:07:46.750 70110 160033000 &8 0.a 100 o 00 b
GODAVARI =l wickentIbol Profile 1 200701-11 13:15:06.303 0170111 123336000 122 13 66 1 022 1709
Date: ¥1V2017 1:96:08 PM TS report was generated By Vertas Destno 8nd Lagmg Option Vertas 00 The Vertas Logo e Iracem s of regitensd o ans of Vertas Technoiopes LLG of s oftiRtes In e Page:1
W8 876 o cowtres CTe NS My Be BGeTaNE f Tl Mmsaedih e cwes

Interpretation of the Backup Status Report

Time when Agent was Last Active — This column displays DLO Agent’s last active time when the
Desktop Agent was able to communicate to the server. The DLO agent in a computer interacts
with the DLO server every 15 minutes to update the status of that computer and that’s when the
report gets updated as well. As long as there is network connectivity between the agent and the
server, this communication continues and this latest time of interaction is what is displayed here.

Time of Last Successful Backup — This column displays the last time when the Desktop Agent
backed up user’s data completely. In simpler terms, this is the time stamp when the machine had
achieved a 100% Backed up status (all files in the Backup selection backed up). In case of this
column being blank for a computer, it could be interpreted as the first backup, as the computer
has not been backed up completely even once.

Files in Backup Selections— This column displays the Total number of files that are available in the
Backup Selections. In case some file extensions were excluded from the backup selection using
the filters, these files are not included in the count.

Size of Backup Selections (GB) - This column displays the Total Size of files that are available in the
Backup Selections. . In case some file extensions were excluded from the backup selection using
the filters, these files are not included for this size calculation.

Backup Completion (% Based on Source Size) — This column displays the Percentage of Backups
completed. This completion percentage is in terms of the Size of the files in the Backup Selection.
For example, 4 Files, namely — A, B, C and D are in backup selection with sizes 1, 1, 2 and 6 GBs
respectively. When A, B and C files have been backed up, the Backup completion shows 40%.

Files pending for backup — This column displays the total count of files in the Backup Selection
that are still not backed up. In the above example, file D is still not backed up and hence the count
1is displayed.



e Estimated time for backup completion - This column displays the amount of time required for the
remaining backups to complete. These estimates are calculated based on the time taken for
backups taken in that machine in the past 7 days. It is displayed in Hours: Minutes format. This
column was added with the DLO 8.0 SP4 version and will not feature for the DLO 8.0 SP3 version.

e Average time available for backup — This column displays the average time that the Desktop Agent
is available for a backup in a day. It is calculated based on the average availability of the agent in
the past 7 days. It is displayed in Hours: Minutes per Day. Based on this information and the
estimated time for backup completion, in the previous column, the Administrator can calculate
the Time for Backup completion in Days.

Restore Verification

Restoring files to an Alternate Path on the Same Machine
e lLaunch the DLO Server Console.
e Go to Restore tab.
e Select the User-Machine that needs to be restored.

|E|H'Prilac Desktop and Laptop Option - [Restore]
Flle Edkt ‘“iew Metwork Tools Window Help

Overview Setup | Restore History | Alents | Reports |

[T | Computer

Restore ta ariginal User | Computer | Last Backup
computer GODAYART\user? SACHINKLUMARD-PC 9/Z3f2017 11:09:10 &M

Restore to alternate
camputer

Stage to alternate
computer

Search for files to restare

General Tasks 2

Properties
Refresh
Delete
Find

Backup Folder File Yersion
E1- ) (B SACHINKUMARD-PC Sige OnDisk | Sige | Date Modified

e C B w7 23/2017 11:0%:27 AM
v | backup_selection : 2

Restare to alkernate computer
Stage bo alternate computer

Refresh  FS
Propetties

e Traverse to the required folder, select the files right click and select Restore to Original
Computer, below dialog appears.
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Restore to original computer .

Restore destination
(" Restore to original folder

(+ Redirect the restore to an alternate folder:

Browse...

V' Preserve folder structure

Restare options

If file already exists: |Overwrite j
V' Restore deleted files

[ Preserve security atiributes on restored files

Rolback restore

[ Restore files backed up on or before

oK | Cancel ‘ Help ‘

Select Redirect the restore to an alternate folder and specify an alternate folder path.
Note: With this option it’s easy to validate the Restore size and Count of files restored.

Click on OK to initiate and track the restore progress on the Client machine.
To validate the integrity of the Restore data, compare the File count and File size of the

Restored folder with the ‘Backup Status’ report columns like - Files in Backup Selections and Size
of Backup Selections (GB).

In case of any discrepancies, it may be because of:
o Allfolders are not selected for Restores

e New files would have been backed up after the Backup Status report was generated.

DLO Documents Reference Links

All DLO documents for this release are available here.
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