ADFS Configuration for Arctera Desktop
and Laptop Option 10.0
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1. Introduction

Arctera Desktop and Laptop Option can now protect endpoints in different isolated domains
through federated trust between ADFS Servers. The domains can be in the same or different
location and within the same, or different organizations.

Establishing a domain trust relationship between two domains is no longer mandatory for
DLO to function in a multi-domain environment. In such cases, the DLO ADFS solution can be
utilized. With this change, DLO ADFS solution enhances security by excluding the need for a
direct Client AD connection.

This document details the steps for an administrator to Install and Configure ADFS for the
Desktop and Laptop Option.

2. Architecture Overview for ADFS
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3. Steps and Configuration settings

3.1 DLO ADFS Solution Deployment Overview

Domain 1 is referred as DLO Server Domain and Domain 2 is referred as DLO Client Domain.

Windows ADFS is running in Domain 1 and Domain 2. DLO Server component is deployed in

Domain 1 and DLO Client resides in Domain 2. Domain 1 and Domain 2 can be an isolated

domain present in two different locations, organizations. There should be a federation trust

between ADFS of respective domains.

Domain 1 (DLO Server Domain): Components present in Domain 1 are:

DLO Administration Service

DLO Administration Console

DLO Maintenance Service

DLO Dedupe Server

DLO Database Server

DLO Storage Server

DLO 10 Server

DLO Edge Server*

Windows ADFS Server (Server ADFS)

Active Directory Domain Services (Server Domain User Identity provider)
*- DLO Edge Server can be installed in demilitarized zone.

Domain 2 (DLO Client Domain): Components present in Domain 2 are:

DLO Agent on endpoints
Windows ADFS Server (Client ADFS)
Active Directory Domain Services (Client Domain User Identity provider)

For the System requirement of the individual DLO components please refer DLO

Administrator Guide.



3.2 Port Requirements

Source

Destination

Source Port

Destination
Port

Protocol

139, 445, 445, 83)

DLO Edge Server | Client Domain Dynamic Port 443 TLS
ADFS Server (49152 to 65535)
DLO 10 Server Server Domain Dynamic Port 443 TLS
ADFS Server (49152 to 65535)
Client Domain Client Domain AD Multiple Port based | Multiple Port CLDAP, NBS, TCP,
ADFS Server on AD based on LSARPC, KRB5
Configuration (389, | deployment

DLO Edge Server

DLO Client

443

Dynamic Port
(49152 to
65535)

TLS

Note: The Source and Destination components mentioned in the table have two-way

communication, so both inbound and outbound rules need to be defined in the firewall for

the specified port.

For port specification for other DLO components, please refer -Port Requirements for Arctera

Desktop and Laptop Option.



https://ltimindtree-my.sharepoint.com/personal/harihara_61063036_ltimindtree_com/Documents/Desktop/For%20port%20on%20other%20components%20of%20DLO,%20kindly%20refer%20https:/www.veritas.com/support/en_US/doc/DLO_98_BOI_Setup

3.3 Usage of Different SSL Certificates

1. Certificate used for DLO Edge Server: This is a certificate used by DLO Edge Server.
DLO Client will trust this certificate for BOI connection and for accessing DLO Web
Restore URL.

2. Server ADFS certificate: This is a Server ADFS certificate, which DLO 10 Server and
DLO Edge Server will trust, to establish a secure communication channel (DLO-10 <-->
Server-ADFS, Server-ADFS <--> DLO-Edge).

3. Client ADFS certificate: This is a client ADFS certificate, which DLO Edge Server will
trust to establish a trusted communication channel (DLO Edge<->Client ADFS).

4. Server ADFS Token-decryption certificate: This is a certificate used by Server ADFS to
encrypt and decrypt the SAML request.

e The SAML string is formed in DLO-I0O Server and reaches to Server ADFS in
plain string form. The Server ADFS encrypts the SAML string using this
certificate and passes to Client ADFS via DLO-Edge Server.

e The Client ADFS will process the request by decrypting and will send the
response by encrypting again via DLO Edge Server.

e The Server ADFS on receiving the encrypted response, decrypts it using
the certificate.

5. Server ADFS Token Signing certificate: This is a certificate used to sign the response
received from Client ADFS.

This certificate can be obtained from DLO Server Domain’s ADFS machine. Launch
ADFS Management console and go to Services and then to Certificate. In Certificate
section, select and right-click Token Signing certificate and export it as .cer file.

6. Certificate used to access DLO Web Restore SAML endpoint(optional): The signed
response which Server ADFS created is sent to DLO Web Restore SAML API Endpoint
by encrypting using this certificate. Then internally, corresponding .key file is used to
decrypt this encrypted information. At the end, the signature in token is verified to
confirm the response is occurring from right ADFS.



3.4 Windows ADFS Installation and Configuration

Steps -

1. Domain creation: Skip this step if domain is already configured.
Install an ADDS (Active Directory Domain Service) in a Windows Server machine. DC,
DNS, LDAP all component of ADDS should be configured.

2. Rename hostname and add to the domain: Take another Windows Server machine.
Here ADFS (Active Directory Federation Service) will be installed. Rename the
hostname of the machine to something which can be remembered. Then add this
machine to the domain created in Step 1 and restart it.

3. Add Web Server role: In Windows Server machine, install Microsoft IS Web Server.

Add Roles and Features Wizard — O X
DESTINATION SERVER
Select server roles OrionADFS01 orien.com

Before You Begin Select one or mare roles to install on the selected server.

Installation Type Roles Description

Server Selection [] Active Directary Certificate Services Web Server (IIS) provides a reliable,

[] Active Directory Domain Services manageable, and scalable Web

[ Active Directory Federation Services application infrastructure.

I [ ] Active Directory Lightweight Directory Services
Web Server Role (IIS) [] Active Directory Rights Management Services
Role Services E Bngzs;r:fr
Confirmation [] Fax Server
| (] File and Storage Services (4 of 11 installed)
[] Hyper-v

[] Network Policy and Access Services
[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[] Volume Activation Services

[ ] Windows Deployment Services

[] Windows Server Update Services

Cancel

| < Previous | ‘ Next > ‘ Insta

4. Generate Self-signed certificate for ADFS authentication: Skip this step if valid CA
Signed certificate is used.
Once the IIS web server is installed. Open 1IS Manager. Go to ‘Server Certificate’ and
create a self-signing certificate by the machine name in .pfx form.



75 €3 » ORIONADFSO1 » o

File View Help

Connections . Actions
91‘ Server Certificates
- I 8 :
©5 Start Page : . )
" Use this feature to request and manage certificates that the Web server can use with websites configured for 55L.
~ %3 ORIONADFS01 (ORION\admif i ) ’
-} Application Pools Filter: - Go - \ghShow All | Group by: No Grouping
& Sites Name Issued To Issued By Expiration Date Certificate Hash
{OrionADFS01.ononcom  OrionADFSOiononcom  OrionADFSOl.onon.com  3/27/2025 5:00:00 .. 185ATFICEBA1D5IB17BC 1584... reate Self-Signed Cestificate.

5. Import of certificate to local cert-store: Skip this step if legitimate CA Signed is used.
Once the certificate is created, import the certificate into the local user certificate
store. Open ‘certim.msc’ and import the self-signed certificate created in previous
step to ‘Personal’ and ‘Trusted Root Certificate Authority’.

6. Add ADFS Server Role: In same machine, add ADFS Server Role.

Add Roles and Features Wizard — O x
DESTINATION SERVER
Select server roles FigeIADFS02.rigel.com

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
SERIE ST [] Active Directory Certificate Services Active Directory Federation Services
[] Active Directory Domain Services _(AD FS) provide.s simplified, se.cured
mp @ent\ty federation aﬁfi_Web single
. [] Active Directory Lightweight Directory Services sign-on (S50) capabilities. AD FS
AD FS [] Active Directory Rights Management Services includes a Federation Service that
B A [ DHCP Server enables browser-based Web SSO.
Confirmation
[] DNS Server
[] Fax Server
i [M] File and Storage Services (4 of 11 installed)
[] Hyper-v

[] Network Policy and Access Services
[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[] Volume Activation Services

[m] Web Server (IIS) (8 of 43 installed)
[] Windows Deployment Services

[] Windows Server Update Services

< Previous | l Next > Install

7. Add KDS Root key in Domain Controller: For Group Managed Service Account
(gMSA), domain controller needs Key distribution Service (KDS) root key to be
enabled to generate gMSA password.

Go to domain machine and open PowerShell to run following command -

Add-KdsRootKey —EffectiveTime (Get-Date).AddHours(-10)



EX Select Administrator: Windows PowerShell

jWindows Powershell

opyright (C) Microsoft Corporation. All rights reserved.

'S C:\Users\Administrator> Add-KdsRootKey (Get-Date).AddHours(-18)

Guid

7efcodb-ffec-460c-283a-137ef12df69
S C:\Users\Administrator> Get-KdsrootKey

pttributeofWrongFormat :

KeyValue 1 {4@, 152, 29, 55...}
ffectiveTime 1 3/28/2824 1: 48 PM

CreationTime 1 3/28/20824 11:22:49 PM

[[sFormatvalid : True

DomainController ¢ CN=WIN-VENHQTU7F1D,0U=Domain Controllers,DC=orion,DC=com
serverConfiguration : Microsoft.KeyDistributionService.Cmdlets.KdsServerConfiguration
KeyId 1 97efc9db-ffec-460c-283a-137ef1f2dfe9

ersionNumber H

S C:\Users\Administrator> _

Configure ADFS: After adding the ADFS role, configure ADFS.
Choose certificate, service account, federation display name appropriately to finish
the configuration.

Active Directory Fedleration Services Configuration Wizard — O X

TARGET SERVER

WelCO me rigel ADFSO02.rigel.com

Welcome

Welcome to the Active Directory Federation Services Configuration Wizard.
Connect to AD DS

Specify Service Properties Before you begin configuration, you must have the following:

Specify Service Account + An Active Directory domain administrator account.

Specify Database « A publicly trusted certificate for SSL server authentication.

AD FS prerequisites

Select an option below:
® Create the first federation server in a federation server farm

(O Add a federation server to a federation server farm

Configuring sign-in to Office 3657 Exit this wizard and use Azure Active Directory Connect.

Learn more about Azure Active Directory Connect.



Active Directory Federation Services Configuration Wizard — OJ X

TARGET SERVER

Specify Service Properties rigelADFS02 rigel.com

Connect to AD DS SSL Certificate: rigelADFS02.rigel.com

Specify Service Properties View
Specify Service Account Federation Service Name: rigel ADFS02.rigel.com

Specify Database

Example: fs.contoso.com

Federation Service Display Name: |F$ge|ADFS()2

Users will see the display name at sign in.

Example: Contoso Corporation

< Previous ‘ l Next > Configure

Active Directory Federation Services Configuration Wizard — O

Results

X

TARGET SERVER
rigel ADFSO02 rigel.com

| @ This server was successfully configured Show more

x

@ View detailed operation results

The root key for the group Managed Service Account was created at 3/28/2024
11:33:18 PM. If you have more than one domain controller in your Active Directory
forest, the key may not yet have replicated to all domain controllers and therefore the
service may not successfully install or start. To avoid service startup problems, wait 10
hours to ensure the key has replicated to all DCs before completing the Active Directory
Federation Services Configuration Wizard, executing Install-AdfsFarm or Add-
AdfsFarmNode on any other servers in your network, or restarting any AD FS service.

A machine restart is required to complete ADFS service configuration. For more
information, see: https://go.microsoft.com/fwlink/?Linkld=798725

The SSL certificate subject alternative names do not support host name
‘certauth.rigelADFS02.rigel.com’. Configuring certificate authentication binding on port
'49443" and hostname 'rigel ADFS02.rigel.com’.

An error occurred during an attempt to set the SPN for the specitied service account.
Set the SPN for the service account manually. For more information about setting the
SPN of the service account manually, see the AD FS Deployment Guide. Error message:

T e CRL N Y RN | '

Next steps required for completing your federation service deployment

Need to monitor AD FS service? Use Azure Active Directory Connect Health.

< Previous Next > Close Cancel

(¥

Create Domain 2 (DLO Client Domain): Skip this step if domain is already

configured.



10.

11.

12.

13.

14.

Create another domain machine. Install an ADDS (Active Directory Domain Service)
in a Windows Server machine. DC, DNS, LDAP all component of ADFS should be
configured.

Create ADFS Setup 2: Now, create another server machine and repeat the above
Steps from 1 to 8.

Import self-signed certificate: Skip this step if legitimate CA Signed is used.

Import self-signed certificate of ADFS Setup 1 to Personal and Trusted CA directory
of ADFS Setup 2.

And

Import self-signed certificate of ADFS Setup 2 to Personal and Trusted CA directory
of ADFS Setup 1.

Add ‘Relying Party Trust in Client Domain ADFS: In Client ADFS (i.e. ADFS Setup 2),
launch ADFS Management console to add DLO Server ADFS as ‘Relying Party Trust’.

While adding Relying Party Trust: -

a) Choose ‘Claims aware’

b) In ‘Select Data Source’, select “Import data from the relying party published
online or on a local network” option and add federation metadata xml| URL of ADFS
Setup 1 (i.e. DLO Server Domain’s ADFS Server) and finish adding the trust provider.

Here DLO Server Domain’s ADFS URL can be provided, or complete Federation
Metadata
URL can be provided in following manner -
https://<adfs_setupl_server_name>
(OR)
https://<adfs_setupl_server_name>/FederationMetadata/2007-
06/FederationMetadata.xml

c) Choose rule as per requirement in access control policy.

Add Claim rule: Select and right click the recently added relying party and choose
edit claim issuance policy.

a) Add Rule — ‘Send LDAP Attribute as claims.

b) Choose attribute UPN (Universal Principal Number) and click finish.

Add ‘Claim Provider Trust’ in ADFS Setup 1 (DLO Server Domain’s ADFS):

a) Login to ADFS Setup 1 (i.e. DLO Server Domain’s ADFS) and add ‘Claim Provider
Trust’.

b) In ‘Select Data Source’, select ‘Import data from the claim provider published
online or on a local network’ option and add federation metadata xml URL of ADFS
Setup 2 (i.e. DLO Client Domain’s ADFS) and finish adding the claim provider.



https://<adfs_setupl_server_name>/FederationMetadata/2007-
06/FederationMetadata.xml

15. Enable SSO (Single-Sign on): In DLO Client Domain ADFS, open PowerShell as
administrator and run following command —
Set-AdfsProperties -EnableldPInitiatedSignonPage Strue

PS C:\Users\administrator.ORION> Set-AdfsProperties
PS C:\Users\administrator.ORION> Get-AdfsProperties

Acceptableldentifiers
AddProxyAuthorizationRules

", Value

16. Install Browser: Install chrome browser in DLO Domain’s ADFS Setup.

17. Test ADFS Connection:
Access resource of Domain 1 (DLO Server Domain) using credential of Domain 2 (

DLO Client Domain).
In DLO Client ADFS Server machine, launch chrome and access SSO link of ADFS 1 —
https://<adfs1.domain.com>/adfs/Is/idpinitiatedsignon.htm

Once SSO page is loaded, select domain 1 URL from the drop down and click Sign in.

< - (]
/ Sign In X
< C | @ Secure | https://orionadfs01.orion.com/adfs/Is/idpinitiatedsignon.htm w | §
OrionADFSO1
You are not signed in.
e Sign in to this site.
Sign in to one of the following sites:
| rigeladfs02.rigel.com v

Use credential of Domain 2 to sign-in.



[ signin X\

e

(&) I @ Secure | https:/orionadfs01.crion.com/adfs/ls/idpinitiatedsignon.htm?client-request-id=ac9d77ae-976e-47c0-0400-0080000000e3 o7 ¥

OrionADFSO1

Sign in

|orion-user‘| @orion.com ‘

Successful login

'/," D Sign In X ‘\\

&

(&, ‘ @ Secure | https://rigeladfs02.rigel.com/adfs/ls/idpinitiatedsignon?client-request-id=f4b8a0fe-825a-4499-4d00-0080000000fa

RigelADFS02

You are signed in.




3.5 Configure ADFS in DLO

Import Certificate for 10 Server:

1. Login to the machine where DLO 10 Server is installed.

2. Open CMD and Navigate to “C:\Program Files\Veritas\Veritas DLO\IOServer\Jre\bin”.

3. Import DLO Server Domain’s ADFS Machine certificate in .der form to DLO 10 Server
Keystore.
Syntax: Keytool -importcert -file “<%CertificatePath%>" -alias <Certificate_ Name> -
keystore "C:\Program Files\Veritas\Veritas DLO\IOServer\Jre\lib\security\cacerts"

Example:
Keytool -importcert -file
“C:\Users\administrator.Sydney\Downloads\ServerSydneyADFS.der” -alias
ServerSydneyADFS -keystore "C:\Program Files\Veritas\Veritas
DLO\IOServer\Jre\lib\security\cacerts"

4. Enter password: “changeit” when prompted.

5. Enter Yes for confirmation.

C: \Users\administrator.SYDNEY>cd C:\Program Files\Veritas\Veritas DLO\IOServer\Jre\bin

C: \Program Files\Veritas\Veritas DLO\IOServer\Jre\bin>Keytool -importcert -file "C:\syd-adfs-lab®l.sydney.der” -alias ServerSydneyADFS -keystore "C:\Program Files\Veritag
eritas DLO\IOServer\Jre\lib\security\cacerts"
Warning: use -cacerts option to access cacerts keystore
Enter keystore password:
adfs-1abe1.sydney . com
-adfs-1abe1l. sydney. com
: 52e6d3ddedfl6eaddBafa62e2e5F4069
Valid from: Wed Dec 18 ©7:25:05 PST 2024 until: Wed Dec 17 16:00:00 PST 2025

:70
7:0F :98:3F :8B:78:1E : 6F :88:CD:DE:62:0B:8F :EC
[Signature algorithm name: SHA256withRSA
ISubject Public Key Algorithm: 2048-bit RSA key
version: 3

Extensions:

[#1: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
serverAuth

1

#2: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

Key_Encipherment

Data_Encipherment

.29.17 Criticality=false

eName
DNSName: syd-adfs-1abel.sydney.com

1

Trust this certificate? [no]: yes
Certificate was added to keystore

6. Repeat the Steps 2 to 4, to import other DLO Edge Server certificate as well. Replace
the certificate name and alias named accordingly for DLO Edge Server certificate.

7. After successfully importing DLO Server Domain’s ADFS Machine certificate, open
‘Services.msc’ and restart ‘Veritas DLO Edge Server’ and ‘Veritas DLO Web Server’
services.

Import Certificate for Dedupe Server:

1. Login to the machine where DLO Dedupe Server is installed.

2. Open CMD and Navigate to “C:\Program Files\Veritas\Veritas DLO\Dedupe\Jre\bin” .

3. Import DLO Server Domain’s ADFS Machine certificate in .der form to DLOIO Server
Keystore.

Syntax: Keytool -importcert -file “<%CertificatePath%>" -alias <Certificate_Name> -
keystore " C:\Program Files\Veritas\Veritas DLO\Dedupe\Jre\lib\security\cacerts"

Example:



Keytool -importcert -file
“C:\Users\administrator.Sydney\Downloads\ServerSydneyADFS.der” -alias
ServerSydneyADFS -keystore "C:\Program Files\Veritas\Veritas
DLO\Dedupe\Jre\lib\security\cacerts"

4. Enter password: “changeit” when prompted.

5. Enter Yes for confirmation.

6. Repeat the Steps 2 to 4, to import other DLO Edge Server certificate as well. Replace
the certificate name and alias named accordingly for DLO Edge Server certificate.

7. After successfully importing DLO Server Domain’s ADFS Machine certificate, open

‘Services.msc’ and restart ‘Mindtree StoreSmart Dedupe Server’ services.

To configure ADFS in DLO, follow the below steps:

1. On DLO, click Tools tab, and select Configure ADFS.

2.

File Edit

Overview | Setup

Getting Started

DLO Configuration usin
Deploy the Desktop Ag

Settings Tasks

New Dedupe Server
New Dedupe Server us

New profile
New profile using wizar

New storage location
New storage location us

New user assignment
New user assignment u

User Tasks

New user
New user using wizard
Import users using wizi

View Network | Tools

Window Help
Manage Service Credentials...

Manage Maintenance Servers...

Wizards ” ne IPath

Re-enable Disabled Messages

CANUDR\NUDF-5L
Install Agents and Maintenance Services on Remote Computers...

User Machine Mapping

Global Excludes...
Blackout Windows...

Run Veritas Update...

Respond

ond OK to All

Configure Alerts...
Configure ADFS

Configure SMTP for emails

Configure Notifications g
torage Location: NUDF-SL

Add Custom Report

Support > | LABOTDLOSERVER
Options... | C:\NUDF\NUDF-SL
| \\LABO1DLOSERVER\NUDF-SL\%USEI
Change Language LocalDedupeServer
- | Nadiing Starsns | aratinn Namea | Defait-NIIDF-NS]

In the Configure ADFS Details Window, enable checkbox Configure ADFS.



Configure ADFS Details.. X

Configuration Details

[V Configure ADFS

DLO Server Domain ADFS:

|

Relying Party Trust for DLO Server:

SSL Certificate for ADFS communication:

|

Browse |

DLO Client Domain:

DLO Client Domain ADFS:

I

OK | Cancel [ Help ‘

w

Enter DLO Server Domain ADFS in FQDN (Fully Qualified Domain Name) format.
Enter Relying Party Trust (RPT) Object Identifier for DLO Edge Server.

5. To get this value, go to ADFS Server where DLO_Webrestore RPT was added and
check DLO Edge Server RPT Object Identifier. Launch PowerShell as Administrator
and run command: Get-AdfsRelyingPartyTrust | where-object -Property Name -EQ
“<RPT Name>" select Objectldentifier

B

PS C:\Users\Administrator.SYDNEY> Get-AdfsRelyingPartyTrust | wWhere-Object -Property Name -EQ "DLO_Webrestore" | Select ObjectIdentifier

ObjectIdentifier

6df72a2b-2cbd-ef11-8571-d43d7ecla848

6. For SSL certificate, click Browse and select DLO Server Domain ADFS token signing
certificate. [Refer certificate section]

Enter DLO Client domain name.

DLO Client Domain ADFS in FQDN (Fully Qualified Domain Name) format.

9. Click OK.

®© N



Configure ADFS Details X

Configuration Details

[v Conrfigure ADFS

DLO Server Domain ADFS:

|syd-adfs-iab01 sydney.com

Relying Party Trust for DLO Server:

|Sdf?2a2b-2cbdeﬂ 1-8571-d43d7ec 12849

SSL certificate for secure ADFS communication (optional):

|C \Users‘\administrator. SYDNEY\Documents\ServerAC

Browse |

DLO Client Domain:

|r0rne

DLO Client Domain ADFS:

|rome~adfs 4ab03.rome.com

OK I Cancel Help

10. Verify config_adfs.properties file is created in below path:
e “C:\Program Files\Veritas\Veritas DLO”
e “C:\Program Files\Veritas\Veritas
DLO\Dedupe\Tomcat\webapps\DedupeServer\WEB-INF\classes\resource”
e “C:\Program Files\Veritas\Veritas
DLO\IOServer\Tomcat\webapps\DLOServer\WEB-INF\classes\resource”
11. Verify ADFS token signing certificate .cer file are placed at “C:\Program
Files\Veritas\Veritas DLO\IOServer\Tomcat\webapps\DLOServer\WEB-
INF\classes\resource” path.

Note: If Self sighed certificate is used, then Windows host file should have the
necessary entries to resolve the network address.



3.6 Configuring Windows ADFS with DLO

In DLO Server Domain’s ADFS machine, launch ADFS Manager and perform following
steps —

1. Open Server ADFS.

QuADFs a %
G File Adion View Window Help
«% nm Hm
o e |pm
: " . Service -
Accens Canral Polices Sanvice Overviaw - -
Edit Federation Senvics Propertie.
AD FS conting sevirsl ervice componants that ine iecessdey 19 sel U0 and minage 8 Federstion Service. These components nciude endponty Rivokes All Prosdas
cenficates. snd published clama
View »
LLoarmn More
ADFS Helo Hiew Windaw from Mere
& Refresh
H nep

2. Navigate to Relying Party Trusts.
3. Click Add new relying party trust.
4. Select Claims aware and click Start.

@ Add Relying Party Trust Wizard X
{Welcome

i Welcome to the Add Relying Party Trust Wizard

@ Welcome

Claims-aware applications consume claims in security tokens to make authentication and
authorization decisions. Non-claims-aware applications are web-based and use Windows
Integrated Authentication in the internal network and can be published through \Web Application
Proxy for extranet access. Learn more

@ Select Data Source

@ Choose Access Control
Policy

@ Ready to Add Trust @® Claims aware

@ Finish (O Non claims aware

< Previous Cancel

5. Select Enter data about the relying party manually and click Next.



Gl Add Relying Party Trust Wizard X
Select Data Source

Steps Select an option that this wizard will use to obtain data about this relying party:

@ Welcome
(O Import data about the relying party published online or on a local network

Use this option to import the necessary data and certificates from a relying party onganization that publishes
@ Specify Display Name its federation metadata online or on a local network.

@ Select Data Source

@ Corfigure Cerificate Federation metadata address (host name or URL):
@ Configure URL

@ Configure Identifiers Example: fs.contoso.com or https://www.contoso .com/app
@ g:ﬁ;’;e Access Control () Import data about the relying party from a file

Use this option to import the necessary data and certificates from a relying party onganization that has
@ Readyto Add Trust exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not

@ Finish validate the source of the file.

Federation metadata file location:

Browse

(®) Enter data about the relying party manually
Use this option to manually input the necessary data about this relying party organization.

< Previous Cancel

6. In Display name box, enter the name and click Next

§1 Add Relying Party Trust Wizard X

Specify Display Name

Steps Enter the display name and any optional notes for this relying party.
@ Welcome Display name:

® Select Data Source DLO_Webrestore|

@ Specify Display Name Notes:

@ Configure Certificate
@ Corfigure URL
@ Configure Identifiers

@ Choose Access Control
Policy

@ Ready to Add Trust
@ Finish

<Previous Cancel
7. [Optional Step] Click Configure Certificate.
8. [Optional Step] Click Browse and select the certificate. Here, self-signed
certificate or valid CA signed certificate can be used.
Kindly note, if certificate is used in this step, then corresponding .key file should
be placed at path “C:\Program Files\Veritas\Veritas
DLO\IOServer\Tomcat\webapps\DLOServer\WEB-INF\classes\resource” path.



10.

w Add Relying Party Trust Wizard X
Configure Certificate
S Specify an optional token encryption certificate. The token encryption certificate is used to encrypt the claims
@ Welcome that are sent to this relying party. The relying party will use the private key of this cerificate to decrypt the
claims that are sentto it. To specify the certificate, click Browse.
@ Select Data Source
@ Specily Display Name Issuer: E=dlo.certs@ltimindtree.com, CN=dlo.veritas.com, OU=DLO, O=LTIMindtree, L=Bangal
_ Subject: E=dlo.cetts@ltimindtree.com, CN=dlo.veritas.com, OU=DLO, O=LTIMindtree, L=Bangalk
o Cordis Coaitzsbn Efective date:  3/6/2024 8:39:00 PM
@ Configure URL Expiration date: 3/6/2026 8:39:00 PM
@ Configure |dentifiers
@ Choose Access Control View.. B Remee
Policy
@ Ready to Add Trust
@ Finish
< Previous Next > Cancel
Click Next.

Select Enable support for the SAML 2.0 WebSSO protocol and enter the URL
“https://<DLO Edge Server:PortNumber>/DLOServer/web/restore/saml” and

select Next.

Configure URL

Steps

Welcome

Select Data Source
Specify Display Name
Configure Cerificate
Configure URL
Configure Identifiers

® @ ® ® ® ® @

Choose Access Control
Policy

Ready to Add Trust
@ Finish

% Add Relying Party Trust Wizard

AD FS supports the WS-Trust, WS-Federation and SAML 2.0 WebSSO protocols for relying parties.
W5-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the
URLs to use. Support for the WS-Trust protocol is always enabled for a relying party.

[] Enable support for the WS-Federation Passive protocol

The WS5-Federation Passive protocol URL supports Web-browserbased claims providers using the
W S-Federation Passive protocal.

Relying party WS-Federation Passive protocol URL:

Example: https://s contoso .com/adfs/Is/

Enable support for the SAML 2.0 WebSSO protocol

The SAML 2.0 single-sign-on (550) service URL supports Web-browser-based claims providers using the
SAML 2.0 Web550 protocol.

Relying party SAML 2.0 SSO service URL:

| https://dlo_veritas.com:443/DLOServer/weblrestore/saml|

Example: https://www contoso.com/adfs/1s/

< Previous Cancel




11. Click Configure Identifiers and enter the URL -
“https://<DLO Edge Server:PortNumber>/DLOServer/web/restore/saml” and click
Next.

@ Add Relying Party Trust Wizard X

Configure Identifiers

i Relying parties may be identified by one or more unique identifier strings. Specify the identifiers for this relying
@ Welcome party trust.
@ Select Data Source Relying party trust identifier:
@ Specify Display Name Add
@ Configure Certificate Example: https://fs contoso.com/adfs/services/trust
@ Configure URL Relying party trust identifiers:
lo Corfigure Identiiers Remove
@ Choose Access Control
Policy

@ Ready to Add Trust
@ Finish

< Previous Cancel

12. Choose Access Control Policy as per requirements and click Next. Note: MFA is
not supported by DLO.



Steps

Welcome
E Select Data Source
@ Specify Display Name
@ Configure Certfficate
@ Configure URL
@ Conrfigure |dentifiers

Choose Access Control
Policy

Ready to Add Trust
Finish

@ Add Relying Party Trust Wizard

Choose Access Control Policy

Choose an access control policy:

Name Description

Permit everyone

Permit everyone and require MFA

Permit everyone and require MFA for specific group

Permit everyone and require MFA from extranet access

Permit everyone and require MFA from unauthenticated devices
Permit everyone and require MFA, allow automatic device registra...
Permit everyone for intranet access

DParmit enanific Arminn

<

Grant access to everyone.
Grant access to everyone and require
Grant access to everyone and require
Grant access to the intranet users an
Grant access to everyone and require
Grant access to everyone and require
Grant access to the intranet users.

Crant arrace tn licare Af Ana Ar mara

>

Policy

Pemit everyone

application.

< Previous

Next >

[] 1 do not want to configure access control policies at this time. No user will be pemitted access for this

13. Click Next in ‘Ready to Add Trust’ page and Finish.
14. Once finished, select the recently added RPT and right click to select Edit Claim

Issuance Policy.

Display Name Enabled
DLO_Webrestore Yes WS-

7 ADFs
v [ Service
1 Attribute Stores

7\ Certificates
1 Claim Descriptions
~ Device Registration
| Endpoints

"1 Scope Descriptions.

| Access Control Policies
| Relying Party Trusts
| Claims Provider Trusts
1 Application Groups

I Authentication Methods

I Web Application Proxy

Type  Identifier

Update from Federation Metadata
Edit Access Control Policy...

Edit Claim Issuance Policy...
Disable

Properties

Delete

Help

mi

Access Control Poii

Pormit everyone

Actions
Relying Party Trusts
Add Relying Party Trust..
View
New Window from Here
(A Refresh
H Hep
DLO_Webrestore.
Update from Federation Meta
Edit Access Control Policy..
Edit Claim Issuance Policy...
Disable
Properties
K Delete
H Hep

15. Click on Edit Rule and add a claim rule
e Give a Claim rule name

e Select “Primary SID” in Incoming claim type

e Select “Primary SID” in Outgoing claim type




16.

17.
18.

Edit Rule - Primary_SID X

You can configure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to a new claim value.

Claim rule name:

Rule template: Transform an Incoming Claim

Incoming claim type: Primary SID -
Unspecified

Outgoing claim type: Primary SID v
Unspecified

(®) Pass through all claim values

(O Replace an incoming claim value with a different outgoing claim value

Browse

(O Replace incoming e-mail suffix claims with a new e-mail suffix

and click OK and OK to finish adding claim.

Now, add a Claim Provider Trusts. Select and right click the Claim Provider Trusts
and select Add Claim Provider Trusts.

In Claim Provider Trust Wizard, on the welcome page click Start.

In Select Data Source page, select Import data about the claims provider from a
file option and enter Client domain’s ADFS metadata endpoint URL.

To get Client domain’s ADFS metadata endpoint URL, go to Client ADFS Server
machine and launch ADFS Manager, expand Service -> Endpoint and pick URL
extension from Metadata section — https://<Client ADFS Server>/
ederationMetadata/2007-06/FederationMetadata.xml



‘@ Add Claims Provider Trust Wizard X
Select Data Source

Seps Select an option that this wizard will use to obtain data about this claims provider:

@ Welcome
(O Import data about the claims provider published online or on a local network

@ Select Data S
i Use this option to import the necessary data and cerfficates from a claims provider organization that

@ Ready to Add Trust publishes its federation metadata online or on a local network.
@ Finish Federation metadata address (host name or URL):

Example: fs fabrikam .com or hitps://fs fabrikam.com/

® Import data about the claims provider from a file

Use this option to import the necessary data and certificates from a claims provider organization that has
provided its federation metadata in a file.

Federation metadata file location:
|htlps:ﬂrome-adfs—iabm.mme.comiFederationMetadatafEUO?-OS,’FederationMe1adata.; | Browse...

(O Enter claims provider trust data manually

Use this option to manually input the necessary data about this claims provider organization.

< Previous Cancel

19. Click Next and in Ready to Add Trust Page click Next to finish adding the claim

trust provider.
20. Once claim trust provider is added, then select it and right click to select Edit

Claim Rules.

1 ADFS Claims Provider Trusts

v L] Service —— ——

7 Attribute Stores ey e nable
7| Authentication Methods Active DEseiory! Yes
! Certificates
= Claim Descriptions Update from Federation Metadata...
| Device Registration Edit Claim Rules..
_| Endpoints Disable
| Scope Descriptions Properties
| Web Application Proxy

~| Access Control Policies Delete

_| Relying Party Trusts Help

_| Claims Provider Trusts
] Application Groups

21. Select Edit Rule button. In Edit Rule Page select Pass through all claim values
radio button and select Primary SID in Incoming claim type drop down and
provide some name in Claim rule name field and click OK and OK again to save.



Edit Rule - Pass thro sid

You can corfigure this rule to pass through or filter an incoming claim. You can alse corfigure this rule to fitter
claims that are generated by previous rules. Specify the claim type and whether only some claim values or all
claim values should pass through.

Claim rule name:

X

[Pass thro sid

Rule template: Pass Through or Fiter an Incoming Claim

Incoming claim type: ‘ Primary SID

g name |D format: | Unspecified

(® Pass through all claim values
(O) Pass through only a specific claim value

(O Pass through only claim values that match a specific email suffix value:

(O) Pass through only claim values that start with a specific value:

n

View Rule Language...

22. Login to Client ADFS machine, launch ADFS Management Console.

23. Navigate to Relying Party Trust. Select and Right click Server ADFS entry and

select Edit Claim Issuance Policy.

QADFS
0 File Action View Window Help
«« M @

1ADFS Relying Party Trusts Actions

v Service Enabled T
| Attribute Stores o Lind

| Authentication Methods

Update from Federation Metadata..
| Certificates

Add Relying Party Trust..

| Application Groups

<

[EBlciaim issuance policy for the selected relying party trust

24. Click on Edit Rule and add a claim rule

g : View
| Claim Descriptions Fellt Acoess Control Palley- Vi TR
| Device Registration Edit Claim Issuance Policy.. N
| Endpoints Disable s 6 Refrash
| Seope Descriptions Propertias ﬂ Help
| Web Application Proxy
Access Control Policies Delete sydadfs-lab01 sydney.com
| Relying Party Trusts Hel Update from Federation Metaa
Claims Provider Trusts P

Edit Access Contral Policy.
Edit Claim Issuance Policy.
Disable
Properties

K Delete

H vep




e Give a Claim rule name
e Select “Primary SID” in Incoming claim type
e Select “Primary SID” in Outgoing claim type

Edit Rule - Sid

You can configure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
also map an incoming claim value to an outgoing claim value, Specify the incoming claim type to map to the
outgaing claim type and whether the claim value should be mapped to a new claim value,

Claim rule name:
.':.h.'l

Flule template- Transform an Incoming Claim

Incoming claim type: Primary SID
Unspecilied
Outgaing claim type: Primary SID
Unspecified

(@) Pass through al claim values
(C) Replace an incoming claim value with a dffenent outgoing claim value

() Replace incoming e-mail suffix claims with a new e-mail suffix

View Rule Language. Cancel

and click OK and OK again to finish adding the claim.




]
Edit Claim Issuance Policy for syd-adfs Fubﬁl.wdr“.'vl.vt?um X

Issuance Transform Rubss

The following transform nules specify the claims that will be sent to the relying party.

Order  Rule Name |ssued Claims
1 upn UPN

2 Sid Prmary SI0
Add Rule... Edit Rule... Remave Ruls...

OK Cancal Apply

25. Now, go to Claim Provider Trusts and make sure Active Directory is enabled.
Select Active Directory and right click to select Edit Claim Rules.

i AD Fs

W File Action View Window Help

= =M@ Hm

| ADFS Claims Provider Trusts

v [ Service " i
| Attribute Stores Display Name =

| Authentication Methods Update from Federation Metaclata

| Certificates Edit Claim Rules.. E}
| Claim Descriptions

| Device Registration
| Endpoints Properties
| Scope Descriptions
| Web Application Proxy
Access Control Policies
| Relying Party Trusts
| Claims Provider Trusts
| Application Groups

Disable

Help

26. In Edit Claim Rules page, make sure Pass through all Primary SID claims is
present.



Edit Claim Rules for Active Directory

Acceptance Transform Rules
The following acceptance transform nules specify the incoming claims that will be accepted
from the claims provider and the outgoing claims that wil be sent to the relying party trust.
Order  Rule Name Issued Claims
1 Pass through all Windows account name ... Windows account name
2 Pass through all Name claims Name
3 Pass through all Pamary SID claims Pnmary SID
4 Pass through all Group SID daims Group SID
5 Pass through all Primary group SID claims  Primary group SID
6 Pass through all Deny only group SID dai... Deny only group SID
7 Pass through all Deny only pnmary SID ...  Deny only pimary SID
B Pass through all Deny only pimary group...  Deny only primary group ...
9 Pass through all Enhanced Key Usage ..  Enhanced Key Usage
10 Pass through all UPN daims UPN

AddRuk..  EdtRue..  Remove Rue..

L



3.7

Adding AUA and Launching DLO Agent

Login to DLO Server machine and launch DLO Administration Console.

Navigate to Setup page, select Automated User Assignment and right click to select
New User Assignment.

In New Automated User Assignment window, make sure in Domain drop down
default value ‘All Domain’ is selected and in Group drop down default value ‘All
group in this domain’ is selected.

Go to ‘DLO->Profiles’ from settings tree list and make sure the profile is ‘BOI
Enabled’.

If profile has ‘Enable Dedupe’ selected then ensure the dedupe storage location is
configured for deduplication file storage.

In ‘Settings -> DLO -> Storage Location’, ensure the storage location is configured,
and Edge-l0 Server is tagged.

Once Edge-10 Server is tagged to storage location then ensure in the DLO Edge Server
Apache httpd.conf file below 2 lines are present.

ProxyRequests On
AllowCONNECT 443

Path in DLO Edge Server Machine: C:\Program Files\Apache Software
Foundation\Apache24\Conf\httpd.conf

<VirtualHost 10.60.138.91:443>

SSLEngine On

KeepAlive On

KeepAliveTimeout 300

MaxKeepAliveRequests 0

#JkWorkersFile "C:/Program Files/apache-http/conf/worker.properties”
#JkLogFile logs/mod_jk.log

#JkLogLevel info

JkMount /DLOServer/restore/* WebRestoreLoadBalancer

JkMount /DLOServer/web/* WebRestoreLcadBalancer

JkMount /DLOServer/restl/ioserver/getIOServerName/ DLOLoadBalancer
JkMount /DLOServer/restl/ioserver/getEdgeServerDetails/ DLOLoadBalancer
JkMount /DLOServer/restl/DefaultIOServer/* DefaultIOServer

JkMount /DedupeServer/rest/LocalDedupe/* LocalDedupe

JkMount /DedupeServer/rest/dedupeManager/* LocalDedupe

SS5LCertificateFile "confA\\\SSL\\\SERVER.CRT"
SSLCertificateKeyFile "conf\\\SSL\\\SERVER.KEY"

ProxyRequests On

Al1owCONNECT 443
</VirtualHost>

*Here, port 443 is used as static port for DLO Edge Server to communicate
with DLO Client Domain’s ADFS Server. This port can be changed if the user
desires to use a different port.



8. Now, go to the desktop machine present in DLO Client domain and access DLO Web
Restore URL from browser.

DLO Web restore URL: https://<DLO Edge Server:443>/DLOServer/restore/login.jsp

€ G % diotimindireecom/DLOServerfrestorefrestorejsp & T

@ Google Chrome isn't your default browser m
= @ Arctera DLO & 61014737
PBHOEDC c

’:} View Progress Searc Q

& DLO Mac Agent 1 PBHOEOC
Name Folder Last Modified Size Download

dev_recordings

dio_buikd

khedda resort dio

mediafiles

myshare

pen_testing

photos

resler

9. Login to a valid desktop machine with logged-in profile user and click Download DLO
Agent present in left menu option.

10. Once DLOAgent.zip file is downloaded, then unzip the downloaded bundle and run
setup.exe file to install DLO Agent.

11. Once DLO Agent is installed, launch it from Windows Start menu option.

12. A DLO BOI (Backup Over Internet) window will appear prompting for login credential.
Provide login credentials to start the DLO Agent.

Please enter the credentials to enable backup over internet.

Usemame: [adminislralor

Domain; [HUME

Password: “

Confirm password: ‘

oK | Cancel Help

13. Now, DLO Agent will be launched, and backup will be automatically initiated.




File View Tasks Tools Help

i Status
* Status
Backup Selections
Synchronized Selections
Restore
History

Your files are protected

Your files will be automatically protected when they change.

Run job
Refresh

Dperalion Status

Backup Summary

Backup Completion :
Backup Selection :

Your files are protected 4 Working online(BOI) v



4.Supportability

e DLO ADFS solution supports only one isolated client domain.
e DLO ADFS solution supports only SAML 2.0 protocol.

5. Limitations

e MFA (Multi Factor Authentication) for ADFS is not supported by DLO.

e DLO ADFS solution will not support direct adding of Client domain user.

e DLO ADFS solution will not support adding of Client Domain and Client Domain
Group under AUA (Automated User Assignment). Here, ‘All Domain’ and ‘All Group
should be added as AUA entry.

e DLO ADFS solution will not support AD object adding in AUA using LDAP protocol.

’
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